A ANHTESTER

Automation Testing

BO CAU HOI PHONG VAN

TEST
AUTOMATION

20 cau tinh huong — phan theo Role: Junior & Middle

FIEIS 10 céu tinh hudng co ban hang ngay

10 cau tinh huéng thiét ké & xtr ly

e
héc bua
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& MUC LUC
PHAN A — JUNIOR
J1. Element c6 id nhung id thay d&i méi lan load trang (dynamic id) thi bat thé nao?

J2. Click vao button ma béao 16i 'element not clickable / not interactable' thi xtr ly sao?
3. Test pass trén may ban nhung fail trén may khac / chay headless thi vi sao va xu
ly thé nao?

J4. Can nhap cung mot form vaéi 50 b dit liéu khac nhau ma khong muén copy test
50 lan thi lam gi?

J5. C6 budc phai dgi loading spinner bién mat méi thao tac ti€p dugc thi xir ly thé
nao?

J6. Sau khi submit, trang hién popup confirm réi méi qua trang méi — bat sao cho én
dinh?

J7. Doan login bi lap lai ¢ rat nhiéu test, lam sao cho gon?

8. Report bi ghi d& mdi lan chay, muén gilr lich s&t dé so sanh thi lam gi?

J9. Bat dugc element nhung getText() trad vé réng du trén Ul rd rang cé chr — vi sao
va xu ly?

J10. Muén chay test tré tir moi truong DEV sang UAT ma khong phai stra code thi lam
gi?
PHAN B — MIDDLE

M1. Tai khoan chi cé 30k nhung mudn run chuyén khoan 100 lan x 30k ma khong
phai nap tién lai moi lan?

M2. Khach hang muén dung credit card dé nho auto trén UAT nhung khéng muén 1o
thong tin thi ban lam gi?

M3. Mudn bat thé div nhung khong cé attribute thi bat thé nao? Dung index 1& dev
thém vai div n(ra thi sao?

M4. Khi mudn run auto ma can téi 100 triéu user thi [am thé nao?

M5. B regression dang chay mat 3 tiéng, sép mudén rdt xuéng con 30 phut thi ban
lam gi?

M6. B0 test thinh thoang fail random khoang 5% nhung ki€m tra lai thi app khéng cé
bug — x{r ly thé nao?

M7. Man login yéu cau OTP gui qua SMS / email méi dang nhap dugc thi automation
chay thé nao?

M8. App c6 captcha & man login chan automation thi lam sao chay dugc auto?

M9. Chay song song ma test khac sira data lam case cUa ban fail thi x(&r ly thé nao?
M10. Can verify mét gia tri nam trong DB sau khi thao tac trén Ul thi kiém tra thé
nao?
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PHAN A — JUNIOR TEST AUTOMATION

J1. Element c¢6 id nhung id thay déi méi lan load trang (dynamic
id) thi bat thé nao?

* Tim phan bat bién, ding bat theo id day da.
> Bdm vao phan c6 dinh cla id: contains(@id,'phan_cé _dinh') hoac
starts-with(@id,'...").
» Hoac bat theo attribute 6n dinh khac (name, type, placeholder) hoac theo text.

» Hodc neo vao element cha/label cé dinh réi diéu huéng téi element can.

& Khéng phu thuéc gia tri sinh déng; luén tim phan khéng déi cia element.

J2. Click vao button ma bao 16i 'element not clickable / not
interactable' thi xtr ly sao?

* Hi€u vi sao chua click duoc réi méi xu ly.
» Thudng do element chua san sang, bi element khac che, hodc nam ngoai vung
nhin.

» Dung explicit wait elementToBeClickable; scroll element vao view trudc khi click.
» NéEu vuéng overlay/animation thi chd né bién mat; phuong an cudi méi dung JS click.

& Tim nguyén nhén thét (bj che / chua load) thay vi JS click ngay — JS click chi che gidu
van dé.
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J3. Test pass trén may ban nhung fail trén may khac / chay
headless thi vi sao va xtt ly thé nao?

* Moi truong chay khéng nhat quan la nguyén nhan chinh.
» Khéc kich thuéc man hinh - element ngoai viewport: set window size cé dinh
(maximize / --window-size).

» Khac version browser / driver - dong bo phién ban.
» Headless render khac — test véi headless ngay tir dau va thém wait phu hop.

& Ding gia dinh may nao cling giéng may dev; chuan héa mdi trudng chay.

J4. Can nhap cung mot form véi 50 bd dir liéu khac nhau ma
khéng muodn copy test 50 lan thi lam gi?

* Mot logic test, nhiéu b data.
» Tach data ra file ngoai (Excel / CSV / JSON) roi doc vao.

» DUng @DataProvider (TestNG) truyén tung bd data vao cung mot test.

» Thém / b6t data chi can sua file, khéng slra code test.

& Khéng bao gio copy-paste test case cho ting bé data — dd la data-driven.
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J5. C6 buédc phai doi loading spinner bién mat maéi thao tac tiép
duoc thi xu ly thé nao?

* Cho dung tin hiéu, khong cho theo thai gian.
» Dung explicit wait invisibilityOfElementLocated cho spinner.

» Khong dung Thread.sleep vi thoi gian load thay déi ting lan.

& Cho "spinner bién mat" chdc chan hon nhiéu so véi cho mét sé gidy cé dinh.

J6. Sau khi submit, trang hién popup confirm réi méi qua trang
méi — bat sao cho én dinh?

* Moi lan chuyén trang thdi phai c6 wait tuong tng.
» Cho popup / modal xuat hién roéi méi click confirm (wait elementToBeClickable).
» Néu la JS alert: switchTo().alert().accept().
» Sau dé cho tin hiéu trang maéi (URL d6i / element dac trung) trudc khi assert.

& Ding thao tac "mu" — luén xdc nhén trang thai méi da san sang.
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J7. Doan login bi lap lai 6 rat nhiéu test, lam sao cho gon?

* Lap 3 lan tré Ién la dau hiéu can tach dung chung.
» Tach thanh method / Page Object dung chung (vd LoginPage.login(user, pass)).
» Dua vao @BeforeMethod néu moi test déu can dang nhap.
» Sau nay muén nhanh hon thi login qua API thay vi Ul.

& Code lap = khé bdo tri; gom vé mét ché dé stra mét 1an la xong.

J8. Report bi ghi dé& maéi lIan chay, muén giit lich sit d€ so sanh thi
lam gi?

* Luu theo tung lan chay.
» Dat tén file / thu muc report theo timestamp hoac build number.

» Dung report tool cé luu history & trend (vd Allure history).

& CO lich st méi so sanh duoc két qua qua cac lan chay va phat hién xu huéng flaky.
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J9. Bat duoc element nhung getText() tra vé rong du trén Ul ré
rang co6 chir — vi sao va xu ly?

* Element ton tai khéng c6 nghia ndi dung da render xong.
» Text load dong, luc 1dy chua kip render » wait cho text xuat hién.

» MOt sé 6 input gilr gia tri & attribute value » dung getAttribute('value').

» NOi dung nam sau - th(r |dy textContent qua JS.

& Cho ddng ndi dung can doc, khéng chi chd element hién ra.

J10. Muén chay test tré tr mdi truong DEV sang UAT ma khéng
phai stra code thi lam gi?

* Tach cau hinh ra khéi code.
» D& URL / account theo timng file config riéng cho mdi moi trudng.

» Chon moi trudng bang tham sé khi run: mvn test -Denv=uat hoac bién mdi truong.

& D6i méi truong chi bang mét tham s6, tuyét déi khéng hard-code réi build lai.
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PHAN B — MIDDLE TEST AUTOMATION

M1. Tai khoan chi ¢é 30k nhung muén run chuyén khoan 100 lan
x 30k ma khéng phai nap tién lai moi lan?

* Test tu dua data vé trang thai can thiét.
» Trong setup mdi vong, reset sé du vé 30k qua APl hodc SQL update thang vao DB.

» Hoac dung transaction + rollback, hoac restore tir DB snapshot.

» NEu chi test luong phia client thi cé thé mock response cla service chuyén khoan.

& Khéng phu thudc thao tac tay; moi lan run la mét trang thai data sach, dodn trudc
duoc.

M2. Khach hang muén dung credit card dé nho auto trén UAT
nhung khéng muén 16 théng tin thi ban lam gi?

* Uu tién thé test, bdo mat & tang luu tri.
» Khéng dung sé thé that — dung test card / sandbox card (vd Visa test 4111
11111111 1111).

» Né&u budc dung data nhay cam: khong hard-code, khéng commit Git; luu trong
secrets manager / bién méi truong.

» Ap dung masking / tokenization va tat log field nhay cam.

& Bdo mat nam d chd luu trir va logging, kh6ng nam trong source code.
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MIDDLE

M3. Muén bat thé div nhung khéng cé attribute thi bat thé nao?
Dung index 16 dev thém vai div nira thi sao?

* Dung XPath theo quan hé thay vi attribute.
» Bam theo text: //div[contains(text(),'abc')].

» Neo vao element 6n dinh gan dé réi diéu hudng: following-sibling, parent,
ancestor, child.

» Index (//div)[3] rat dé vd —» neo vao cha/anh em cé attribute 6n dinh réi méi dém
index trong pham vi nhé.

» Tot nhat: dé nghi dev gan data-testid.

& Locator theo text / cu truc tuong déi bén hon khi DOM thay doi.

M4. Khi mudn run auto ma can téi 100 triéu user thi lam thé nao?

* Tuyét déi khéng tao data qua Ul.
» Tao hang loat qua APl hoac bulk insert vao DB; sinh data gid bang Faker /
DataFaker.
» NéE&u muc tiéu la tai déng thoi (performance) thi khéng tao account that, dung
JMeter / k6 / Gatling véi virtual user + ramp-up, chay distributed.

& Tach ré: "can data tén tai san" (seed DB) khac véi "can tdi déng thoi" (load test tool).
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MIDDLE

M5. B regression dang chay mat 3 tiéng, sép muén rut xuéng
con 30 phut thi ban lam gi?

* Toi uu bang kién tric, khéng cat bura test.
» Chay song song (parallel) trén Grid / Docker / cloud nhiéu node.

» D3y budc setup & verify xuéng API thay vi thao tac qua Ul; loai bd test trung Iap.

» Chia tang: smoke nhanh cho mai build, full regression chay nightly.

& RUt thoi gian bang parallel + API, khéng phdi bang cach bé bét test quan trong.

M6. Bo test thinh thoang fail random khoang 5% nhung kiém tra
lai thi app khéng c6 bug — xtr ly thé nao?

* Day la flaky test, phai soi nguyén nhan géc.
» Nguyén nhan hay gap: thiéu wait diung, data phu thuéc, thi tu chay, méi
truong khéng on.
» Lam test déc lap, thay sleep bang explicit wait, 6n dinh lai locator.

» Bat retry chi d€ gidm nhiéu bdo cdo tam thai, khong che gidu 16i géc.

& Flaky test lam mat niém tin vao ca bé automation — phai xu ly dut diém.
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MIDDLE

M7. Man login yéu cau OTP gui qua SMS / email méi dang nhap
duoc thi automation chay thé nao?

* Lay OTP tu dong, khéng nhap tay.
» Lay OTP qua API / doc DB / mailbox API thay vi cho dién thoai.

» Hoac moi truong test cdu hinh OTP ¢é dinh / tat OTP.

» Hoac mock service gui OTP.

& Phéi hop véi dev d€ cé cach 18y OTP tu déng trén mdi trudng test.

M8. App c6 captcha & man login chan automation thi lam sao
chay duogc auto?

* Khéng pha captcha — xtt ly bang cau hinh méi truéng test.
» KHONG bypass / giai captcha vi nhu vay la pha vé muc dich bao mat.
» Trén moi truong test: dé nghi dev tat / whitelist captcha, hoidc dung reCAPTCHA
test key.
» Hodc login qua API dé€ bd qua man Ul cé captcha.

& D&y la céu tra loi ding chuén: khéng vuot captcha, ma cdu hinh méi truong test cho
hop €.
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MIDDLE

M9. Chay song song ma test khac sua data lam case cua ban fail
thi xtr ly thé nao?

* Test song song chi an toan khi data doc lap.
» Moéi test tu tao data riéng, khong dung chung tai khoan / record véi test khac.

» Gan data theo thread / run id dé cac luong khdong dung nhau.

» Tranh dung bién / state static chia sé gi(ra cac test.

& C6 lap data la diéu kién bat buéc d€ parallel khong géy két qua sai ngdu nhién.

M10. Can verify mét gia tri nam trong DB sau khi thao tac trén Ul
thi ki€m tra thé nao?

* Verify & nguon dir liéu, khéng chi tin UL.
» KE&t noi DB query truc ti€p (JDBC) roi so vdi gia tri mong doi.
» Hoac verify qua API néu cé endpoint tuong Ung.

» Ul c6 thé hién thi ding nhung luu sai (hodac ngugc lai) » kiém tra tan backend cho
chac.

& Kiém tra d DB / API cho két qua tin cdy hon chi nhin man hinh.
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